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1 Mobile Apps Testing




i Mobile Application Testing

Mobile application testing is a process by
which application software developed for
hand held mobile devices is tested for its
functionality, usability and consistency.

Mobile application testing can be
automated or manual type of testing.
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i Mobile Technology

. Are programming mobile apps tvnicallv more difficult

than desktop applications? Ilii 9

People are willing to spend more time to explore these
mobile programming techniques
Mobile ﬁrogrammin is often equipped with REST API as
far as there are real-time operations and data sharing
involved

. Virtually all people will carry mobile/wearable devices at
all time 5




‘L Mobile Apps Testing

Testing mobile apps is complex

There are numerous platforms and
OS'’s (think fragmentation)
numerous devices

numerous types of testing scenarios
a variety of network connections and
carriers (Wifi, 3G, 4G ...) =
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2 Mobile Apps Architecture and
Testing




iOverview Architecture (I)
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Overview Architecture (II)
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Example:
Always work with local data on device

When connected: Create new date and change documents
they sync automatically =l
Couchbase

When not connected: work with solid local NoSQL Dat%base [Lite]
http.//db-engines.com/en/ranking



i Client - Server

requests

—

responses

Logic

Logic

Logic

Logic
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i Rest API

Due to the fact that 3G/4G are less
stable than Wifi, the "normal” way to
access a database would be to put a
Restful server in front of it and use the
ATTP/HTTPS protocol to connect to the
Restful front end.
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Mobile Back-end Communication

JDBC is designed for high-bandwidth, low-
latency, highly-reliable network connections
(e.g., desktop to database server, web
application server to database server).

Mobile devices offer little of these, and none of
them consistently.

Mobile apps do not connect directly to the
database server.

We need to create a simple HTTP service that
will pass the requests to the database and will

return the response. i



iSetup vs Coding Effort

Setup
SeeTestManual

Sikuli

Robotium _

> Coding
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i Setup

Bundled with the sdk
E.g. MonkeyRunner

Unit testing

Need to set up an external testing
environment
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3 Industrial Survey and

16



i Industrial Survey

Objective of the survey:

Learn the state of tool usage for testing
mobile apps in Hong Kong

Methods:

. Two associations

. 49 responses (from three IT Fest events and
from the Internet)

. 42 returns (from 36 companies and 6
anonymous organizations)
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*Android Platform
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*Project Duration

18
16 .
4 p project
12
10

8

6

4

z i

0 — T T T T

1 2 3-5 6-12 >1year

19




*Testing

When the development cycIe |s short (i.e. three or four

ma ., ality of the
MQ s —
The® shorter.
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anual Testing

anually

The acceptance testing
story for mobile apps

® As realistic an environment as practically possible

e  wmubtorvemulators are goed, but not encugh!

Many devices, screens, resolutions, OS'es, CPUs

Varying Conditions (Settings, Network, Storage...)
Often a manual process: repetitive, expensive

® Regressions, ©¢.§. app crashes

Visual appearance of screens matter (alot!)

& Lhor experience, Design guldelines, branding,
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iSatisfaction
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State of Test Tool Usage for
‘L Mobile Apps in HK

™ _ __ ___ _ ___ - _ 6" _ __
partment of Computing
HMER
Home éAbuui MobAppTesté App Testing Workshops Register TMMi®E éConrributors

m i

Together, we achieve higher software quality

In 2015, the Hong Kong Polytechnic University launched a project called
Maobile Applications Test Competency Knowledge Enhancement for
SME. This project is organised by the Hong Kong Polytechnic University,
supporied by Hong Kong Computer Society and funded by the SME

Development Fund of the Trade and Industry Department, HKSAR
Government. The project is to connect those SMEs who build mobile

applications, provide open-source mobile testing toolkits, support local
app developers, and introduce a proven international software testing

‘ Q n H framework TMMi@.

Apach

Apache IJMeter
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4 Types of Mobile Apps Testing
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i 1 Unit Testing

Unit test is a piece of testing code
which is actually written in the same
language that we build our software
product.

The Android SDK ships with JUnit, and
Eclipse makes it easy to create a JUnit
test project.
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Example

public void testMyFirstTestTextView labelText() {
final String expected =

mFirstTestActivity.getString(R.string.my first test);
final String actual = mFirstTestText.getText().toS5tring();

assertEquals({expected, actual);

26



&2 GUI Testing

GUI testing aims to ensure proper

functionality of the graphical user
interface for an application and makes
Jre widgets/components conform to

| intended behaviors.
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i GUI Testing Tools

MonkeyRunner
UIAutomator
Testdroid

Robotium Recorder
Sikuli
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*3 User Acceptance Testing

Behavior driven development is an extension of unit
testing.
Unit testing examines functions/methods easily.

Users describe a scenario that involves a number of
operations, rather than internal methods.

A single scenario involving calling a number of methods
may not be easily written in unit test by testers or end
users although it is relatively eas to do b programmers.




* Example

Feature: Addition
In order to ovold silly sistakes

As a math tdiot tO erte

I want to be told the sum of teo numbers

Scenario: Add two numbers Jratl()n

Given I have entered 58 into the calculator
And I have entered 7@ into the colculator
When I press add

Then the result should be 120 on the sCreen

&

Given /1 have entered (.*) into the calculator/ do Inl
cdlculator = Colculator . mew
colculator.push{n. o 1)

end



Example

calabash-android console "APK PATH"

¢+ Shortcut to ansicon.exe - calabash-android console APKFile\sample.apk

“"contentDezcription" =>
“elass"
"text"
“"rect'
“"canter_y' =)
Y"ceanter_x" 3
“"he ight' =]
Vgt
“"width'
“", L1

“"description"

"id"

“anabled"
“contentDescription"
"class"




* Example

Open the feature file

File Edt Search View Encoding Language Settings Macro Run Plugins Window ?
,;,—--,EH% nnr-j;l H“--LJTJ o C ‘bﬂ T = ;j = ¥ ¢E

- d&ﬂﬂ;§;é1lidumLQHNJbl

™ [:\Newflolder\features\demo.feature - Notepad+ + X |
=
»

1 Blogin

2 Feature: Login feature

Avalid login

Scenario: As a valid user I can log into my app
Given I am on the J.oni‘!%:indou
Vhen I enter my "valid Wsername® in username field
And I encter my "valid passvord” in password field
And I click on login Button

g Then 1 should user login succesasfully

¥ OO PN

(2]

]l i




Example

Open step definition file
Define the method

Y“width'" => -
.. .6 \

“"description"

F'lO
id"

"enabled"
YcontentDescription"

file

o] ™ E:\NewFolder\features\step_definitions\demo_steps.rb - Notepad+ +

File Edit Search View Encoding Language Settings Macro Run Phgine Window 7 S
o o o= : - M “a E X = = ||J_. e = »
= =] demo_sheps.ib |
EHGiven f*1 am on the login wvindow$S/ do
vait for(:timeout => ) { element exists( ! 'Y}
check element exiscs(” )

~end

e



i 4 Performance Testing

Network Performance
Server Performance

Mobile Performance for Local
Applications

32



i Load Testing

A load test is usually conducted to understand
the behavior of the system under a specific
expected load.

This load can be the expected concurrent
number of users on the application
performing a specific number of transactions
within the set duration.

This test will give out the response times of all
the important business critical transactions
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‘L Stress Testing

In Stress testing we tries to break the
system under test by overwhelming its
resources or by taking resources away
from it (in which case it is sometimes
called negative testing).
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5 Usability Testing

i (UX) éﬁ)’

Usability testing is a technique used in
user-centered interaction design to
evaluate a product by testing it on
users.

This can be seen as an irreplaceable
usability practice, since it gives direct
input on how real users use the
system.

35



i Usability vs. User Experience




i UI Problems

A UI defect is a defect in how the software presents
the information.

UI defects range from visual problems like

- a link on the Web page has a wrong color to
interactive problems like

- it's hard for a user to figure out how to use a
function.

Example: If users cannot figure out how to put a book

into the shopping cart, then the perfectly working code
of the application doesn't matter

37



i User Experience

A user is involved

That user is interacting with a product,
system, or really anything with an
interface

The users experience is of interest, and
observable or measurable

38



‘L Usability vs. User Experience

Usability is considered the ability of the
user to use the thing to carry out a task
successfully,

user experience takes a broader view,
looking at the individual entire
interaction with the thing, as well as the
thoughts, feelings, and perceptions that
result from that interaction.

39



Example

Pick up a standard
business card. Judge its
size.

What you're seeing is
roughly the same size as
the frame your mobile
users have available to
view your entire mobile
site.

40



i Methods of UX

Paper Prototype (Manual/Tool)
Card Sorting (Web and Mobile)
A/B Testing (Web and Mobile)
Heatmap (Available for Web)
Eye Tracking (Avaliable for Web)

41



fiﬁ PENCIL PROJ ECT Home Features Downloads Stencils & Templates  Wiki

open-source GUI prototyping tool that people can easily
install and use to create mockups in popular desktop
platforms

The latest stable version of Penci is @0 with

For other platforms?

Project News
November 15, 2013 - Beta version of 2.0.6 has been
released to address the compatiaility issue of Pencil with

the new OS X Mavericks.

-2012 Evolus. All rights reserved
e Lice!
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i Card Sorting

Card sorting is an old technique

Use card sorting to find out how people
think your content should be organised
and get the user insights you need to
make informed information architecture
decisions.

43



i Example

Top 10 Best Stocks
Performance

Real Time Quote
Stock Technical Indicator

Financial News \

How the information is
grouped in the menu so

that users can easily to 44
find?



i 6 Power Consumption Testing

Priorities of most developers involve
things like features, performance,
stability and user experience.

But ignoring power consumption may
end up with an app that undermines
our hard work.
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Caution

Abnormal battery usage

The following app is using an
unusually large amount of battery
power or causing your device to
run slowly. To improve your

& @ 52 = B Sullal 69%m 05:13

Smart Manager

L5 Storage device's performance and save
] # battery power, force this app to
33% stop running or uninstall it.

A s Shabbos Alarm
2.04% battery power has been
RAM Device security D consu med.
e
v ‘ IGNORE ‘FORCE ST... ‘UNINSTALL
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What is using power

1) Network calls, data transfers
big chunks of data at random times, for

data sync, analytics, ad networks...

2) Location and sensors
always-on, highest accuracy, maximum rate

3) Inefficient code
useless work, bad data structures...

49



Study on how battery-consuming
are specific services/sensor

500 T
Source: Valuss measursd using an industrial powsr
monitor at BkHz sampling rete, and taking averags
powsr with lowest standard deviation.

400

B Baseline usage

300

B Specific item
200

mA

100
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i How can we do better?

ConnectivityManager mConnectivity;
TelephonyManager mTelephony;

// Skip if no connection, or background data diszabled

NetworkInfo info = mConnectivity.getActiveNetworkInfol() ;
if (info == null ||

ImConnectivity.getBackgroundDataSetting()) {
return false:

51



*How can we do better?

250
B Tree Parser

B Event/Stream

200

Source: Timings obisined by download

- s e | DJrSEr

100

ms to parse
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5 Testing Tools
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i Test Tools

MonkeyRunner
Testdroid

Robotium Recorder
Sikuli

Jmeter

Xsort

Apptimiz

54



Android

i MonkeyRunner 10 4

Monk e}-':'i“;.!mm:'

It is a tool which provides an API for
writing programs that control an
android device or emulator

Installation: Bundled with Android SDK
Script: Python
Free, come with Android SDK

55



i MonkeyRunner

monkey & monkeyrunner

56



Android

Key nction MonkeyRunner
2 Blefng\]/clge ntrol Direct click
—Attomated-testing

Java code generated for testing
Final screenshot generated
Support Android application

The touch and drag methods need the co-
ordinates on the screen to be specified,
which limits the developing the scripts

57



Android

i Example of Use N

Monk E}-'fi“;mﬂ&r

Test the stability of the application by
comparing with the final screenshot

Run automated test that requires
keystrokes input

58



i Testdroid

Testdroid Recorder is a tool for
developers and testers for recording
user-actions and producing JUnit based

test cases on mobile application and
games

No coding needed
Paid service for cloud testing

59



Key Functions
i & Benefits

Testdroid App Crawler: check
compatibility (PAID)

Logs, Exceptions, CPU & Memory
profiles statistics generated

Support both iOS and Android apps

Able to generate MonkeyRunner script * (NOT LONGER SUPPORTED)

60



i Example of Use

Testing the application on devices with
various sizes to check compatibility (e.g.
Testing the application on 4’ devices and 5.7’
device)

C
S

neck compatibility of the application
now the report of CPU usage of the

d

pplication (paid version)
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i Robotium Recorder

Robotium Recorder creates Robotium
test cases.

It utilizes and takes full advantage of the
Robotium framework. Professional test
cases that usually take weeks to develop
can now be recorded in minutes.

No coding needed
License required

62



Key Functions /ﬁ
i & Benefits

. Record from emulators and real devices
by using your app
. Automatically detects resource ID
No report generated
Work on Eclipse and Android Studio
Support for native and hybrid Android

apps

63



i Example of Use

Similar to Testdroid

64



i Tester Thinking

Think programming

Which row?

Which column?

What component ID?
What name?

What label?




i Sikull

Sikuli automates anything you see on the
screen.

It uses image recognition to identify and control
GUI components.

It is useful when there is no easy access to a
GUI's internal or source code.

Script: Python
Free
Source: Research project

66



Key Functions m
i& Benefits
No source code needed, automatic
detect resource ID

. Optical character recognition (OCR)
. Regular automated tests by batch

. Log file generated

. No script generated

. Able to run test not limited to mobile
app, also on any GUI

67



‘L Example of Use |

Test applications with more gesture
actions (e.g. Tic Tac Toe game)

Suitable for
mobile app
that uses
map
application
(e.g. to
display
specific 68

racktanirant




*Example

switchApp("CleanMyMac.app")

click( H )
click (| IEERI )

while not find( {

sleep(5)
click{[ _

while not find(

sleep(5)
closeApp("CleanMyMac.app")

69



Apach

J ‘IEJI ‘ir.g/

i JMeter

Apache JMeter may be used to test performance both
on static and dynamic resources (Webservices
(SOAP/REST), Web dynamic languages.

No codin
Open sot.

: ’__\’
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Apacl

Key Functions JIElery.
i& Benefits

. Creating threads to access server
. Record test plan using real device
. Manual modifiable test plan

. Distributed JMeter to perform large scale
test on mobile app server

. Test plan automatically generated
. Performance report generated

71




Report
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Apact

J ﬂ’fE’l Lo+

i Example of Use

Load testing on the server (e.g. checking the
response time of the server)

Stress test on the server (e.g. finding out the
maximum concurrent users that the server

can take)
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xSort is a free card sorting application
for Mac OS X aimed at user experience
professionals and social scientists.

No coding needed
Free

73
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Key Functions YA xSort*
i & Benefits

Developers can give a survey to the
users about the arrangements of

functions

Statistics report generated: provide
results according to the background of
the users, e.g. Age, gender, education
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Example of Use

T xSort*

Let target users to group the items/
functions so that developers know how

@00 o UltraTekCorp Exercise.card =

nnnnnnnn

eeeeeeeeeee

he =

X[

“ucction for
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@ APPTIMIZE
iApptlmlz

In Internet marketing, A/B or split testing
is the process of dividing web traffic
among multiple versions of a webpage (or
email, etc.) and evaluating which variation
performs best at achieving a desired
outcome, such as free trial signups or
purchases.

No coding needed
Free/Paid service
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Key Functions (&) APPTIMIZE
i & Benefits

Efficient A/B Testing

Perform testing on two different
versions of the same application

Provide usage statistic generated
Cross platform supported
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@ APPTIMIZE

‘L Example of Use

Test the real user preference on the
same application with different user

interface such as color scheme, font
used

&
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6 Government Initiative
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Mobile Applications Testing
i Competency Training for SME

This government-funded project aims to
support a thriving ICT industry, through
developing, training and nurturing ICT SME
talents in mobile apps testing.

We offer free mobile app testing seminars
and training workshops to SMEs focusing

on mobile apps development.
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i Coming Workshops

Demo Mobile App
Hands-on Approach:
Distributed JMeter
GUI Testing
Power Consumption Y
Virtual Machine Environment 2

Training Video
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Workshop Highlight

@ = Department of Computing
BETHRER

Home éAbout MobAppTesté App Testing Report Workshops Register TMMi® Contributorsé

Together, we achieve higher software quality

In 2015, the Hong Kong Polytechnic University launched a project called
Mobile Applications Test Competency Knowledge Enhancement for
SME. This project is organised by the Hong Kong Polytechnic University,
supported by Hong Kong Computer Society and funded by the SME
Development Fund of the Trade and Industry Department, HKSAR
Government. The project is to connect those SMEs who build mobile
applications, provide open-source mobile testing toolkits, support local
app developers, and introduce a proven international software testing
framework TMMi®.
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Thank you

. Your feedback is important to us.
Please fill in the evaluation form.
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