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Handling Data Today ( , :

SAP Customer Experience ~ CAHANA Platform
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When | think about privacy...

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | 10



Data Privacy the SAP way
Build Trusted Customer Relationships

egs
eI
@
TURN ANONYMOUS BUILD
VISITORS INTO CUSTOMER

RELATIONSHIPS

THE
FOR FIRST
PARTY CUSTOMER
DATA
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Strategy & Vision

Mega trends driving the need to build trusted customer relationships
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Are you giving rights to your customers?

Individual Rights

L=

B D ®
A E"'|||||"' .
Profile Data - The right to
L ¥ erasure

Connections Social Data The right to Therightto -
s rectification . restrict processing

Likes & Location The right of ! : The right to
Interests Data access " | data portability
(@ 7o %; /o @@
o == (l_k I
Behavioral D= Device The right to ‘% The right to
Data — — Data be informed / object
— M= ES
Registration Rights in relation to automated
Data decision making and profiling
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SAP’s solution on



CONSENT - &

Registration, Login and Auto-Login Consent Collection Use-Cases

IDENTITY CONSENT

Thank you for registering. We still need a few more

Consent for new ditails from you 1o compiote your profile
registrations: Registration — T—— % ——
Brand A —— — Ernak
g usergdemo-gigyacom
Register Consent Subscribe to Daity Fashion Picks
Collection

8L ) 1 accept Gigya Fashion Terms of Service (%)

Add user ' >
. Login —
preferences: v g Brgnd A I - @ Data Coltoction Policy ()
E o B ) Caokie Policy
Login L I Use F8 Data for Personalization
Q Preference e
- J In=Store Check-In Pelicy
Re-consent after ' ]
. Login —
changes to terms: v e S A ﬂ ° °
] AR LY
Vault
Login with Re- Consent Renewal : ie
consent

Collection

Cross-brand _
SSO and consent: ! a Auto Login (SSO) -
’ Brand B

Terms of Service (End-user consent is required)

o= - G DETAILS ACTIVE

Consent Collection

. Effective 3% af 182 m
terms. fashion
Ré-toitant cut-aff 18.2
as of 1.2
termis.competition
f 1.2

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | 15



CONSENT -

Earning Customer Trust with Triggered Consent Renewals Gains Loyal Customers

Terms of service Lerms.powenoots

Number

OCALIZED TEMP USTOM DAT
—
ENGLISH (an)

Timestamp [UTEC);
Versian

User [ Application!

Sourcs 1P

Addithons] Detalls

Thank you for ragistenng \

Subscribe 1o Daily Fashion Picks

Terms of Service () I

| accept Gigya

Peato makn
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ORI, 02:06:07 (1528484 147) Action:

Porlarmed By:
SOR:

County by P
Languags:

Loagin IDs:

fashion. gigyaretal. com

[TRTEETY)

AN L2018

Tashipn, gigyanead.com
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shion.gipyanctad.com
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CONSENT -

Preference Center

Preference Center Consent Use-Cases

(Pre) registered user O
Opt—Out: “

Registered User 0
Consent Withdraw:

Registered User O
Consent Expiration:

CONSENT

Preference
Center

Preference
Center

IDENTITY

Withdraw

Preference
Center

© 2019 SAP SE or an SAP affiliate company. All rights reserved. |

Automatic kevocation

Acceptance

Audit-Ready
Vault

Previously accepted policies

Gigya Fashion ToS:
Verslon: 1.6
Anproved on 21071252007

Data Collection Paolicy:
Varsion: 2.5
Approved on 16/12/2017

Cockia Policy:

Vorsionc 1.2

Appronved on 1651252017

[ Cookie Policy

In-5tore Check-1n Policy:

Versionc 1.3
Approved on 1612 2017

‘_ If-Slare Check-1n Policy

LUse FB Data for Personalization:

Varsion: 1.4
Approved on 21512/ 2017

': ! Use FB Dala for Personalization

Communication Preferences

Please select your communication preferences.

('1 Daily Fashion Picks

Quarterly Catalogue

Last Chance Weekly Sales Deals

Cancel
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SAP’s continuous gathering of data:



Capture Data Continuously Over Time

Customer Identity Data

Lite Registration Full Registration

I

B Newsletter X \
‘Lite’

B campaignY —_—

Account
B Contestz /

Lite Registration RaaS

Full R

Account Progressively Profile

With full accounts, users can be queried over time to build their profiles

20
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Progressive Profiling g o ® ()5

Enrich customer profiles along the journey using configured logic, based on user profile,
context, behaviour, etc.
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P ", - ,
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i e , -
# 1 n 1
& ¥ .-"' i " R i
~ i B 1 ' E
o i 5 H
# #

Minimize Drop Ratio

Subscribing
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Compmitiznn

! Corpmmon Cra 'Win w Car
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J

Some more Details on

Request information from your users after IS built

Ask after certain event triggers
Maybe a 4th login
Adding a connection
Commenting
Profile editing
A visit to a specific page
Number of shares reached

Information is gathered unobtrusively, while user registration stays high
Leverage a quick/simple survey to capture their experience with you

22
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Customer ldentity | Push Authentication

11:18 AM
Sun, Jun 23

© 2019 SAP SE or an SAP affiliate company. All rights reserved. |

USB debugging connected

N And
USB charging this device

CLEAR ALL

11:18 AM
Sun, Jun 23

Opt-In for push TFA

N/
USB debugging connected

N
USB charging this device

|

CLEAR ALL

23



Where you’ve built trust, append more data

Question 1 Question 2 Question 3

Login
First name: lJnnathan

First name: IJ::unathan First name: lJnnathan

Last name: ILDW Last name: |L|:|w

Last name: ILDW

Email 1@mail.com Emai |t1@mail cam Email: |t1@mai| com

» Company- Cigya Company: [Gigya

Job Title:  |Technical Writer
Enter a company, press submit and then refresh the

screen to restart the display. Enter a job title, press submit and then refresh the

screen to restart the display

v

What is the size of vour company?

submit

: Select a size range ¥
submit

After submitting data, refresh the screen to restart
the display

Exit submit

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | 24



Collecting all sorts of Behavioral Data

Highlights Demographics [nioresis

P Top Like Categories

= @ [OEI— P /
&& WV E%‘ 'a j
1 stlil |
Community Musicianband Local busimess Compaay Tv show
93% 91% 87% 83% 83%
Starbucks Target Amazon.com Victoria's
25% 20% 18% Secret
17%
The Office Family Gay Lady Gaga Katy Petry Adcie
16% 15% 15% 15% 14%

The a»gmer

Harry Potter

Fmding Nemo Toy Story
17% 15% 3% 13% 12%

© 2019 SAP SE or an SAP affiliate company. All rights reserved. |

Social Activity Revenue Activity Influence

Productisenice
41%

The Beatles
1%

The Hunger
Games
12%

Seftings

Plugins | Reports

Customer Insights Plus

Age: between 13 and 25

4, Gender

Femate, 78%

Y* Relationship Status

n & come:

In a relationship |8

¢ parmership | 1%

Customer Insights

Interests

anag

Male. 22%

Identity Access

Social Activity Revenue Activity

*' Age

Influence

Support  Admin

Options

Quick Filters
Alfusers
Influencers
Purchasers
Ad ciickers
Youth
Aduits
Sentors
Males

Females

Males

Females

In 3 Reigdionship

25



More Behavior data like ( Revenue, Social, Influences ) Activities

Highlights  Demographics: Interests  Social Activity | Revenue Activity i Influence

[7] Current month -

M Top Content v

Average: 34

MNews - 10%

Other category . 2%

8 Ad-Clicks v

Average: 34

1 [ 23

> I '
z-10 [ 24%
11+ [ 22

¥ Purchases

Average: 34

e

310 [} 6%
11+ [l 1%

() Reactions

1

:-w’.«
3.10 [N 15%

Basad on jass thdn 1% O QU ubers

© 2019 SAP SE or an SAP affiliate company. All rights reserved. |

v =2 Purchase Amount

Average: 34
15-105 IS
115-205 [ 7%
215-50% [ 25%
>505 [ 112

310 [l 5%
1+ [l 1%

Based o less than 15 of quared ysers

Basad on les3 then 13 of Guanes users

Highlights

Demographics

@ iRank

<

Average: 34

o-20 [ 20%

g B
a0 [ 2+
61-20 [ 20%

81-100 ] 5%

[7] Current month «
s Referral Clicks v
2 I

310 [ 6%
11+ [ 1%

(=

Based on less than 1% of queried users

Interests

Social Activity  Revenue Activity

& rollowers Count v

n
3 o
= 'S
D )
N
w
]
>

100-199 [ 5%

200209 [ 10

300+ | 1%

« Up-votes Received v

Average: 7
() )
2 i 10%
310 [ 18%
11+ R 22%

Besed on less than 1% of quened users
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N
DMP vs. CIAM

DMP (Data Management Platform)

Tracking, monitoring, anonymous activity only

CIAM (Customer Identity Access Management)

Turning anonymous into KNOWN consumers

27



CIAM ~

CRM ESP

p— 1] |

—L

=I:l

— = .

Location

Time Stamps
Identity Source

(i (]()

QDD

i

[

=
B2C B2B
Customer Status Account Type /
Subscriptions / Status / Role Custom
Entitlements Distributor Code /
Favourites / ID Data
Wishlists Managed By
Product Affinity Group Membership

Family Members
Content Viewed /
Downloaded
Devices Owned
Allowed / Denied
Services

© 2019 SAP SE or an SAP affiliate

Organization /
Organizational Unit
Company ID

company. All rights reserved. |

1st Party
Social /
Federation
Data

Registration
Data

First Name
Last Name
Email / Phone#
Gender
Location

Likes, Interests
Relationship
Education
Conversations

SAP Customer Profile

Traditional Registration
Progressive Profiling
Opt-ins

Consent

Preferences

Centralize the storage and
indexing of all user data in
real time

Eliminate fragmented
identity data

28



PROFILE -

Customer Profile

}

[

Email
Marketing

& STRONGVIEW.

1
A

Marketing
Automation

Adobe’ Campaign

!

—_—

fr—

—_— .
—_
Data Management
& Ad Serving

core! !audience

:

Web
Analytics

webtrends

responsys

1!

Adobe Audience Manager

7>\ Adobe
1|||! Analytics

|
|
o
Ecommerce
& CMS

Adobe
Experience
Manager

Recommendation
& Personalization

-

6l

B .
SAP Customer
Profile

Identity Exchange

sitecore

rin the experience”

@ sch

‘ An B Comparey

:.:: wketing cloud

= Bl o & el
§ Google Analytics

rﬁ] Magento

richrelevance

IdentitySync

(Extract, Transform, Load)

- slf
Marketo

© 2019 SAP SE or an SAP affiliate company. All rights reserved. |

LOTAME"

@m etrics

-@; WORDPRESS

Drugal

ORACLE

COMMERCE

On-Demand APIs

Web-Hooks

Customer Insights /
Query Tool

29



Business View and Benefits

Trusted customer
experiences at a

Provide a truly global Register once, offer the same
experience whilst maintaining experience across the globe.
data regulatory compliance.

© 2019 SAP SE or an SAP affiliate company. All rights reserved. |

Remove the global duplication
of customers as they travel.

Out-of-the-box capabilities
rather than managing complex
and fragile global login
solutions.

31



Let us help you to & Trust SAP4

Organization Access
Management

End User Self-Service &
Delegated Administration

I
[T
oll

é |

’_’,ﬂ,‘”.ﬁ Identity Lifecycle
ﬁ“ ﬂ" Management

Accelerate

Simplify

Consent & Preference Ng
Management (===

m Authentication
@ Management

4. Policy-Based
ﬂ Access Control

© 2019 SAP SE or an SAP affiliate company. All rights reserved. |
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“If your customers you,
they’ll engage you & open up
to you”



SAPCX e
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Mr. Jacen Loke

HSBC
Regional Lead,
Cyber Security Consulting




Overview of Cybersecurity
and the current Cyber Threat Landscape

September 2019
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PUBLIC - AN INTRODUCTION TO CYBER

38

Objectives of today’s session

Increase your
knowledge of
the cyber

threat
landscape

Improve your
understanding of
how we protect,

detect and
respond to these
threats

Raise awareness of
what you can do to
support us and
your businesses in
the fight against
cyber crime




PUBLIC
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The best security starts with the Human Firewall ...
(s,

G

FUsION

WATCH THIS HACKER
BREAK INTO

MY CELL PHONE ACCOUNT
IN 2 MINUTES

https://www.youtube.com/watch?v=lc7scxvKQOo



https://www.youtube.com/watch?v=lc7scxvKQOo
https://www.youtube.com/watch?v=lc7scxvKQOo

PUBLIC

How much do you know about Cyber?



PUBLIC - AN INTRODUCTION TO CYBER
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What is Social Engineering?

An attempt to obtain sensitive information such as usernames, passwords and
credit card details, often for malicious purposes

A non-technical strategy cyber attackers use that relies heavily on human interaction and often
involves tricking people into breaking standard security practices

A social evening for engineers




PUBLIC - AN INTRODUCTION TO CYBER
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What is Social Engineering?

A non-technical strategy cyber attackers use that relies heavily on human interaction and often
involves tricking people into breaking standard security practices




PUBLIC - AN INTRODUCTION TO CYBER
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What is ransomware?

A type of malicious software designed to block access to a computer system until a sum of
money is paid

A cyber-attack where a perpetrator seeks to make a network resource unavailable to its users
temporarily or indefinitely

To deliver or redeem from punishment for sin




PUBLIC - AN INTRODUCTION TO CYBER
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What is ransomware?

A type of malicious software designed to block access to a computer system until a sum of
money is paid




PUBLIC - AN INTRODUCTION TO CYBER
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What is the % of employees’ clicks during a simulated phishing attack?

36 %

21 %

120 %




PUBLIC - AN INTRODUCTION TO CYBER
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What is the % of employees’ clicks during a simulated phishing attack?

120 %




PUBLIC

What is our exposure to cyber threats?



PUBLIC

Protecting and
monitoring one of the
largest Technology
estates in the world...

50m+

requires the support of an
expansive infrastructure...

Data contresin 2.3 Countries,
74,000 servers

external customers worldwide

250,000

colleagues
worldwide

26,000

-strong ATM networks
in 40 countries

6,300 offices

in 74 countries and territories

82PB

of storage

1.8bn

internal user
logins a month

400,000

end-user devices

1.7m

network ports

14m

videoconference
minutes a month

5,800

IT applications

48



PUBLIC

Malta’s Bank of Valletta Cyber Attack



PUBLIC

50

mlhlnday HOME NEWS BUSINESS SPORTS LIFESTYLE ARTS COMMENT VIDEO

HSBC warned of BOV hackers last year

Security report identified BOV heist hackers while testing malicious emails to be sent to bank
employees

is
1Y MAaich 2015, 7 15am
Uy Matthew Vella




PUBLIC

Threat Actor’s Known Tactics, Techniques and Procedures (TTPs) as mapped to HSBC Phishing/Malware Defences

|
Malware establishes Threat actor Attacker seek to capture
connectivity and establishes access credentials and
installs itself jCommand & Control elevate access privileges

Victim clicks link &
opens malicious
document.

Attacker sends
phishing email

)

Phishing/Malware HSBC Security Operations Centre (SOC)
/Ransomware
I I I
Tag(eetffﬁi?i;l & Cybersecurity Awareness & Training \1 : : :
malicious code to | | | Privilege
compromise the : : : g
user, devices & | | | Accounts
network, to include Email & Malware Security I I I Access
Spear-Phishing & Protection I I 1 Management
Whaling attacks. I | |
|
| HSBC Staff’s Assigned Computer’s End Point Security
I

Web Security

Web Securityw
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What does a Cyber Attack look like?



Cyber world as a whole

e S U rfaCe We b YAHOO’ ~ Credit or debit card
E“P}-nmaﬁ : Google {credit cards are more popular)

T reddit
9 ,;, §5-5110
45 $15  $30

$100-%400

Academic databases
Medical records

Financial records

Legal documents

Some scientific reports
Some government reports
Subscription only information
Some organization-specific
repositories

Online payment
services login info
le.n. Paypall

=)

Medical records

of content on the
TOR Web (estimated)
Dark Web Political protest
Drug trafficking
and other illegal activities

$1-$1000* $20-$200

PUBLIC
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Understanding the attack vectors (i.e. who might attack and how an attack might be delivered)

Who might attack?

How do they attack?

4
e Organized crime

@ Hacktivists

How an attack might be delivered — aka the “Kill Chain”

@ Nation states

6 Supply chain

Reconnaissance to
gain preliminary

information
Web presence
Social Media
Spoofing

Social
engineering

—  Deliver the attack

vector

* E-mail

* Malware /
Virus

e USB drive /
removable
media

*  SMS / Instant
Message

Breach the
vulnerabilities

* Hardware and software
vulnerabilities

* Application vulnerabilities
* Account takeover

* Lateral movement across
network

* Privilege escalation
* Deception and detection
evasion (including

encrypting payload)

* Corruption of data

Exploit the
organization’s assets

Large customer data
breach

Leakage of sensitive data
for reputational damage

Massive financial theft or
fraud

Extended disruption of
critical services (“DDoS
attack”)

Destruction of critical

assets making them
unrecoverable

PUBLIC
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How do we protect our business?



PUBLIC
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Cyber Security Strategy Overview

Vision

Defend for today and Prepare for the future, in order to protect the organisation and safeguard our

customers

Strategy

Strategic Objectives

Protect the Bank and its

Innovate
and enable
the Business

Manage the
Risk within ris|
appetite

Execution

Operating O O Security
Model and Initiatives
Talent

Security Governance

Protect the organisation and its customers

Innovate and enable the Business

Manage the Risk within risk appetite



Protecting your business is analogous to protecting your house

v Implement comprehensive, industry standard controls across the enterprise to
reduce velocity and impact of events

Lock the doors Protect

v Implement an internal world class Cyber Security function providing
sustainable and adaptable defence

Alarm the house Respond
Detect & Recover (( . ))

v Fortify our critical assets / crown jewels to identify, protect, detect, respond
and recover from cyber attacks

Protect family ?f—

jewels and

heirloom Identify

Identify Protect

Respond

& Recover Detect

NIST Framework

PUBLIC
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Cybersecurity Awareness & Training

Humans can be either the weakest link or the strongest defense in cyber security, depending on the level of awareness.
Cyber Security has initiated an awareness program targeting audiences at all levels, through a number of initiatives including:

Monthly Cyber security transformation briefings to Asia
Pacific executives

k\ Cyber security awareness training for secretaries of
}| executive committee members

Board-level Cyber security briefings

4| Cyber security awareness training for IT developers

End user awareness trainingfor all
businesses and functions
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What can YOU do?



PERSONAL
INFORMATION? _

The walker wyott coffee shop !
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A Digital Footprint is a trail of data you create while using the Internet.

It includes the websites you visit, emails you send, and information you submit to online services.

What is your digital footprint?

= Photos / Videos

=  Working Relationships

= Location Data

=  Email Address / Phone Number

=  Personal Information — Hobbies, Interests
= Online transaction details

= |P addresses

Information posted online or passed over an insecure network can provide threat actors with invaluable information.

Over 85% of successful cyber attacks involve an element of social engineering (e.g. Phishing).



PUBLIC
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Can | Just Delete My Digital Footprint?
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Practical Steps

¥ An attacker will spend less than 5
minutes when attempting to seek a
vulnerability.

€ Ensure clear separation between
your professional and personal
digital footprint.

€ Consider how the footprint of your
family, friends and colleagues could
lead to vulnerability.

IN THIS CORNER We HAVE
FIREWALLG, ENCRYPT |ON,

ANTIVIRUS SOFTWARE , ETC .

AND N THIS CORNER
W\; WaveE DAVE//

—_—
—

\\
S
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How to spot a Phish?

DISGUISED OR MODIFIED LINKS
Hover over the link shows the actual URL
you are being directed to e.g."GOO9LE.COM”

BAD GRAMMAR & TYPOS
Poorly written sentences, bad grammar, and misspelled words
indicate a phishing scam

PERSONAL INFORMATION
Be wary of any messages that ask for your personal

information

URGENCY & ACCOUNT THREAT
Warning a sudden change to an account, asking to act
immediately to verify

LOGOS OR SIGNATURES
Don’t assume an email is legitimate
because it includes official looking graphics
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A reminder of what we have achieved today

WELEVE
increased
your
knowledge of
the cyber

landscape

You understand
how on a daily
basis organisations
are protecting,
detecting, and
responding to
cyber threats

You are aware
of how you can
support in the
fight against
cyber
crime



Dr. Fred Yip

Goldjoy Group
Executive Director

Goldjoy Holidays
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DATA & DATA PRIVACY DR FRED YIP

EXECUTIVE DIRECTOR




WHY DO WE COLLECT DATA?

DATA => PERSONAL IDENTIFIABLE INFORMATION (PII)

NATURE OF THE BUSINESS

TO PROVIDE YOU A SERVICE

PERSONALIZATION AND RECOMMENDATIONS

DIGITAL TRANSFORMATION
3800%+

over 3 years



WHAT CAN HAPPEN IN 12 MONTHS!?

OCT 17 JAN 18 APR 18 JUN 18 OCT I8

CATHAY
PACIFIC

BIGLINE &

HK Broadband
GOLDJOY roacat

v v * v v
MALWARE ATTACK WEB VUNERABILITY UNAUTHORIZED WEB VUNERABILITY WEB VUNERABILITY
Ransom of 7 digits Simultaneous targeted attacks REMOTE ACCESS ; - i
amount were demanded via Internet Facgin Servers Unauthorized Access to Cross Site Scripting attack Targeted attack accessing
to recover information . 8 systems with customer via third party libraries 9.6 million customer

Demanding ransom payment and payment card stealing user information records

of 1-1.5 bitcoins each information



HOW DID IT UNFOLD?



SECURITY INCIDENT RESPONSE

é:g}oo

Attacks being carried out
using HK Mobile Carrier

Network
A

02 JAN

&

000

—@®

29-30 DEC

Ransom message
received via email
Demand payment before 07 JAN



N o U A W N

IMMEDIATE STEPS WE TOOK

Verify Authenticity & Assess Impact

Kill Switch & Limit Exposure

Notify Key Personnel

Establish Incident Response Team & Assign Roles/Responsibilities
Snapshot & Remediate

Prepare for contacting Police

Notified employees of incident and ask to direct any enquiries to the assigned media &
communications contact



SECURITY INCIDENT RESPONSE

Attacks being carried out

using HK Mobile Carrier Seg;eftlonASZ?PShOt Police Re.ported
Network emediation & Investigation
A A
A : :
: 02 JAN : 04 JAN
—@® oo oo @
29-30 DEC © 03 JAN :
; ;
Ransom message Regulatory Body, PCPD
received via email : Media &
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How N

Further Attacks & Scans
Media Attentions
Dedicated Hotline and Email

Respond to Social Media
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SECURITY INCIDENT RESPONSE
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POST-INCIDENT ANALYSIS



"Sooner or later, every
organization will be affected by a
cyber-attack”

McKinsey & Co

Perspective on transforming on cybersecurity 2019




When you are connected

you are vulnerable

FredYip
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DIOT BASTARD:! 0212618:42:43

Watch Vivotek camera in Hong Kong,Hong Watch Defeway camera in Hong Kong,Hong Watch PanasonicHD camera in Hong
Kong Kong Kong,Hong Kong

Watch Defeway camera in Hong Kong,Fui Yiu Watch Linksys camera in Hong Kong, Tsim Sha Watch PanasonicHD camera in Hong
Tsui Kong,Hong Kong




View camera online in Hong Kong (Sar), Hong Kong

e

Camera stream Comments Tags Detailed description Location
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Admin Menu

Setup Menu

Arm & Record

Audio on

MxPEG on

Multiwatcher
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Zoom +
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Normal Image
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Surround Image
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Auto Move on
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TAKEAWAYS

Compartmentalize systems between application and data - Kill switch feature
Log Everything

Have an Incident Response Plan (IRP) & Press Release Templates

Internet = Assume you will be attacked

Web Application Firewalls (Not Just Network Firewalls)

Block High-Risk Countries (Russia, Ukarine)

Regular Penetration Testing

2 Factor Authentications

Reduce Liability through Encryptions =» Pseudonymize =» Anonymize



